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Protected Health Information Management Tool Military Health System

1. GENERAL OVERVIEW

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996
require a covered entity, (i.e., the Military Health System (MHS)) to maintain a history of when
and to whom disclosures of Protected Health Information (PHI) are made for purposes other than
treatment, payment and healthcare operations (TPO). The MHS must be able to provide an
accounting of those disclosures to an individual upon request. Authorizations and Restrictions
from an individual to a covered entity are included in the information that is required for tracking
purposes.

To comply with the requirements for disclosures, the TRICARE Management Activity (TMA) is
providing an electronic disclosure-tracking tool. The Protected Health Information Management
Tool (PHIMT) stores information about all disclosures, authorizations and restrictions that are
made for a particular patient. PHIMT has a functionality built into it that can provide an
accounting of disclosures, if necessary.

1.1 Responsibilities at the Military Treatment Facility (MTF) Level

The MTF should have knowledge of DoD 6025.18-R, Health Information Privacy Regulation. A
MTF must provide an accounting of disclosures within 60 days of the request. If the covered
entity cannot honor an accounting of disclosures within the 60-day period, it must provide
information to the requestor as to the reason for the delay and expected completion date. The
covered entity may extend the time to provide the accounting by no more than 30 days. Only one
extension is permitted per request.

2. GETTING STARTED

The HIPAA Support Center creates an account for the User Admin and provides them with their
User Name and Password. The User Admin is responsible for establishing all the accounts for
their MTF. For more information on establishing accounts for MTFs, please refer to the PHIMT
User Admin Manual.

2.1 User Definitions and Roles

Each User is assigned to one or more organizations (an organization is a logical or physical
entity such as an MTF, a Service or TMA).

e Within an organization, each user can have one or more roles.

e A user can have the same roles in multiple organizations, or different roles in multiple
organizations.

e Roles are inherited down the hierarchy.

User Guide 1
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A Role is a named collection of permissions. Roles allow Users with the same permissions to be
grouped under a unique name. Examples of roles include: Regular User, User Admin, Privacy
Specialist, and Tool Admin.

A Regular User is a general role with basic functionality. This role can create
disclosures and authorization requests that can be routed on to a Privacy
Specialist.

A User Admin is a local administrator for an MTF or a designated Service. This
role allows one to add/modify users from within their Service and assigns roles.
The email account administrators will handle this role for each MTF or Service.

A Privacy Specialist is the Privacy Officer or designee at an MTF or Service
level. This role allows the User to maintain disclosure reporting, approve/deny
disclosure requests, amend requests, restrict and suspend disclosures, and to
generate associated letters.

A Tool Administrator has global access to the application and will be
maintained by the HIPAA Support Center. This role allows the User to configure
roles within MTFs, and create permissions within the application.

2.2 Role/Organization Hierarchy

The picture below illustrates the relationships of Users and Roles
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2.3 Notices and Terms of Use

To login to PHIMT you must read and accept the Notices and Terms of Use when you access the
URL. Then click Accept to move to the Login page.

MHS Protected Health Information Management Tool

THIS IS & DOD COMPUTER SYSTEM. THIS COMPUTER SYSTEM, WHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS | AND METWVWORK =
DEVICES (SPECIFICALLY INCLUDIMG ACCESS TO THE INTERMET), ARE PROWIDED OMLY FOR OFFICIAL U5, GOYERNMENT BUSINESS. DOD
COMPUTER SYSTEMS MAY BE MOMTORED 8Y AUTHORIZED PERSONNEL TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT

(OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, ARD TO VERIFY SECURITY PROCEDURES . MOMTORIMG
IMCLUDES "HACKER" ATTACKS TO TEST OR WERIFY THE SECURITY OF THIS SYSTEM AGAINST USE BY UNAUTHORIZED PERSONS. DURING
THESE ACTIVITIES, INFORMATION STORED ON THIS SYSTEM MAY BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA

(OF: PROGRAMS MAY BE PLACED INTO THIS SYSTEM. THEREFORE, INFORMATION YOU PLACE OR THIS SYSTEM IS NOT PRIYATE. USE OF THIS
OO0 COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO OFFICIAL MONITORING OF THIS SYSTEM
UNAUTHORIZED USE OF & DOD COMPUTER S'wSTEM MAY SUBJECT YO TO CRIMINAL PROSECUTION. EWIDENCE OF UNAUTHORIZED USE
COLLECTED DURING MOMITORING MAY BE PROVIDED TO APPROPRIATE PERSOMMEL FOR ADMIMISTRATIVE, CRIMINAL, OR OTHER ACTION

PRIVACY ACT WWARMING

IMFORMATION CONTAINED IN THIS SYSTEM IS SUBJECT TO THE PRIWACY ACT OF 1974 (51U S.C. 5524 AS AMENDED). PERSOMAL
IMFORMATION CONTAIMNED IN THIS SVSTEM MAY BE USED ONLY BY AUTHORIZED PERSONS IN THE COMDUCT OF OFFICIAL BUSINESS. ANY
(DIVIDUAL RESPONSIBLE FOR UMAUTHORIZED DISCLOSURE OR MISUSE OF PERSONAL INFORMATION MAY BE SUBJECT TO FINE OF UP TO

35,000 __<|

( Accept )

2.4  Logging In

1. Login using the User Name and Password that has been assigned to you by your User
Admin. If you have not received your User Name or Password or you need to have your
password reset, contact your User Admin.

MHS Protected Health Information Management Tool

Information entered into this version will not be retained
This is for training and testing purposes only.

User Hame:
Password:

Enter the same User Mame and Password as you use
when signing on to the MHS network

User Guide 3
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2. The first time you login you will be prompted to change the temporary password
assigned by the User Admin. The password must be 6 to 15 characters long and contain
at least one:

Alphabetic uppercase character

Alphabetical lower case character

Arabic numeral (0,1,2,3,4)

Non-alphanumeric special character (i.e.,!,@,#,$, etc)

Change Password

Error{s) have occured:
= This is a temporary password, please change it now.

0Old Password (Fzassword that vou are currently using.)

Hew Password (New password you want to use.)

Confirm Hew Password (Confirm your new password,)

I
{ Save )]

Copyright @ HIPAA Accelerator, Inc. 2000-2003, ALL RIGHTS REZERWED

3. GETTING FAMILIAR WITH PHIMT

Your assigned role (i.e. Privacy Specialist) determines the level of access and permissions within
the tool. The complete PHIMT screen contains five tabs, each with their own functionality:

Patient Tab
User Tab
Admin Tab
Requests Tab
Requestor Tab

Depending on an individual’s role within the tool, not all tabs will be available.

Patient Search  Help  Looodt

Wednesday, October 1, 2003
Patient User Admin Reguests Regquester

Current User: User Worklist
Chiris Foster
US T4,

User Worklist
My Profile Activity  Reguest
My Reguests Instance ID Session ID
Wty Worklist

Activity ID Source Patient Reguester Status Crestion Date

Switch organizations
Copynght @ HIPAA Accelerator, Ino. 2000-2003, ALL RIGHTS RESERVED
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3.1 Patient Tab

The Patient tab provides access to information by a specific patient name. To access database
records a user must first select a patient.

The Patient Summary screen will display the following viewing options: Disclosures,
Suspensions, Restrictions, Reports, Letters, Authorizations, Notices and Complaints. In the
Summary Items Filter box a user can select the appropriate checkboxes to view individually or
can select the All checkbox to view all associated records.

Monday, Qctober 6, 2003 Patiert Search  Logoff
Patient User Admin Reguests Reguester

Current Patient: Patient Summary

Mark Sean Thomas

10001 1985

FMP-SSSH01- - e

123456789 Summary ltem Filters Display )

[ an T pisclosures [ Suspensions [ Restrictions [ Reports [ Letters [T Authorizations [ Matices [ Complaints
Summary
Requests
Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Authorization
Motice
Patient Profile
Relationships

Copyright @ HIFAA Accelerator, nc. 20002003, ALL RIGHTS RESERVED

Patient Search

Based on a user’s role, a user may access the following activities from the left side of the screen
on the Patient tab by clicking on any of these hyperlinks:

Summary - shows a summary of all entries for a particular patient.

Record Disclosure - allows Privacy Specialists to enter a disclosure of PHI.
Accounting Suspensions - allows users to enter an accounting suspension for a patient.
Disclosure Restrictions - allows a user to place restrictions on who receives a patient’s
PHI.

Authorization - allows a user to enter an authorization for releasing PHI.

e Patient Profile - allows the user to look at the patient profile they are working with.

e Patient Search - allows the user to search for any patient in the database.

wednesday, October 1, 2003 Patient Search  Help  Logott

Patient User Admin Reguests Reguestar

(SN (R eis Patient Search
Hone
Hame (First, Last)
Summary I [
Requests
Record Disclosure System ID (the identifier created by this system for the persan)
Accourting Suspensions
Dizclasure Restrictions
Authorizat
e EEEn External ID (an external identifier for the persan)
Fetiert Profile
Relatianshins
Generats Form
(Search )

Patient Search

Copyright @ HIFAA focelerator, Ine. 2000-2003, ALL RIGHTS RESERVED
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3.2 User Tab

The User tab contains all PHIMT User related information. The User tab is designed to track all
tasks that are assigned to you. The User Worklist serves as your electronic inbox. It is advised
that you review your User Worklist to verify the any tasks that has been assigned to you.

AT, TR &, 200, ol i a e i
Fatient User Admin Requests Requester
Current User: User Worklist
Chris Foster
US Tha
User Worklist
My Profile Activity  Request L " Crestion
My Reguests Instance I Session ID Activity ID Source Patient Reguester Statusz Dste
Wty Wiorklist .
x) il Request Acceptance (Disclosure Mark Mark Sean Action 10/01/2003
Accounting) Thomas Thomas Pending

Switch oranizations

Copyright @ HIP A& focelerstor, Inc. 2000-2003, ALL RIGHTS RESERVED

Based on your role PHIMT users will have the following access in the User Tab by clicking on
the hyperlinks:

e My Profile - where users update their information and create user-to-user relationships.

e My Requests - where users can see status of all requests that they initiated.

e My Worklist - where users can see and process all requests that have a task currently
assigned to them for work.

e Switch Organizations - where users that are assigned to more than one organization can
switch between their organizations.

3.3 Admin Tab

Based on your role the Admin tab is used to regulate administrative functions of the database
including maintaining disclosure types, manual retrievers, and organizations; and also
creating/modifying users. The Tool Admin role will maintain the Disclosure Type Management,
Codes Management, Authorization Type Management and Permission Management hyperlinks.
Note: Ifthere is a request for a new type of administrative function, please contact the HIPAA
Support Center.

Worday, OStober B, 200 TSRO COT
Patient User Edmin Requests Requesier
ot Sl Organization Management
Chris Foster
US Tha,
Origin Organizations | ipient Organizati  Wew )
Disslostire Type Marmt [} hame Parent Name Address Cortact Person  Cortact Phone
Codes Management
Authorizetion Type Mgmt | 28 82 arborne US Tha
Organization tMgmt 24 85th MED GRP-ANDREWS [DMIS 0088] US &ir Foree 69 Medical Group
Permizsion Management e it P e D
All Users List andrews AFB, MD 20762
User Search 19 Ay DEA US Army 123 Maple St
£d User Fairtax, V.2 12345
45 Carsfirst BCBS US M 7 Commerce Dr
P.0. Box 1885
Cumberland, MD 21502
17 DEA US Army 123fsd
Burker
Burke, ¥4 22015
15 DEA Army US THA 4565 Wain St
Wisin, Y/ 10000
3= Fal Us Army 567 Main St
Washington, DG 12345
37 FBIMegan US army 123 Main St
Burke, ¥ 22015
25 FTMEADE - KIMBROUGH ACC [DMIS 0083]  US Army Kimbrough Ambulstory Care Cert
2480 Liewellyn Ave
Ft. Meadte, WD 20755
5 Fthiyer Aid Station US Army
23 Ftmiyer Aid Station Us army
44 HSI US air Foree
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e Disclosure Type Management - allows the Admin to create Disclosure Types and specify
their details.

e Invoice Defaults Management - allows the setup of the system invoicing functionality

e Codes Management - allows for the setup of system reference data. Reference data
appears in the drop down lists throughout the system.

e Authorization Type Management - allows for authorization types (types of
authorizations) to be created and edited.

e PHI Source Management - allows the Admin to create and/or modify PHI Source details
for the PHIMT Database.

e Organizational Management - allows the Admin to create and/or modify organizations
within the PHIMT Database.

e Permission Management - allows for the setup of permissions. Also allows the Admin to
assign different system permissions to user roles. Permission could provide access to a
screen or function.

e All Users List - allows for user management.

e User Search

e Add User

3.4 Requests Tab

Based on your role you will have access to the following request options:
e Complaint
e Disclosure

¢ Disclosure Accounting

By selecting a Request option and pressing the Next button a user will be guided through a step-
by-step process for completing an action.

Monday, Octoker &, 2003 Patiert Search  Logoft

Patient User Adrnin Requests Requester

ﬁ“"e“‘ Eelieat Create New Request
jore

Select Request Type
Create New Request
Search for & Reguest ¢ Dizclosure Accounting

¢ Complaint

(& Disclosure

e Complaint - A lodged complaint can be entered into the system and tracked as needed.

e Disclosure - A request for a disclosure can be entered into the system and routed as
needed.

e Disclosure Accounting - A request for an Accounting of Disclosures can be entered into
the system and routed as needed.

e Create New Request - The default page for entering a new request.

e Search for a Request - Search for a request that has been placed within your organization.

User Guide 7
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3.5 Requester Tab

Based on your role the Requester tab provides access to all PHIMT Requester data.

Wecinesday, Gctoker 1, 2003 Patiert Search  Help  Logofi

Patient User Admin Reguests Requester

ﬁ:ﬂ';ﬁ"‘ Requester: Requester Search

Choose one of the following options:

Requester Summary
Reruester Requests
Recuester Prafile Army FBI, 9024 Rosewsall Ct., Columbus, OH 22212 _-I [¢ Select D]

Sedect a Third-Party Organization (2 thixtparty reqUester, SUCH 83 & JaW SHORCEMEnt SJency F IRSURance COMpPany)

Reguester Search
Search for a Person (search far another person, ar add & new one®)

Hame (First, Last Ap ™ may be nsed &5 @ wildcard )

System 1D (the identification Rumber created by this systen for the person)
— [ include Patient Records

[ Include: Non-Patiert Records
External ID (an extesnal identifier for the persan)

(_ Search )

Search for an Organization (search for Enother oORITation, or 8 & new onet)

Hame (Aif or part of the name af the organization. An ™ may be used as a wikisard.)

I (w0

* You must search for an exisiing requester r requesiing organization befare adding a new ane.

Copyright @ HIPAR Aoselerator, Ino. Z000-2003, ALL RIGHTS RESERVED

e The Requester Summary Screen contains the option to display letters generated for
requesters.

e Requester Requests - a hyperlink where users can see status of all requests associated
with a select requester.

e Requester Profile - a hyperlink where users can see and update the requestor’s
demographic information.

4. UPDATING USER PROFILE
Please contact your User Admin to update to your profile. PHIMT contains profiles for all users
within the system. It is important to keep this information up to date; therefore all personal
information should be updated as it changes. The following process is used to update your User
Profile in the PHIMT.

1. Click on User tab

2. Click on My Profile hyperlink located on the left side of the screen.

Wednesciay, October 1, 2003 Pafiert Search  Help ~ Loaoft

Patient User Admin Requests Requester

Current Usor: User Profile
Chris Foster
Us T HName (First, Middle, Last, Sridv)

s I [Foster —
Wy Protile
My Requests Phone (ir (393) 893-8993 x983 format)
My Wiorklist

Switch oraanizations

System I (the identifier created by this system for the person)
5o
User ID (user fogin name)

[roster

Email (sxample: jonigyahon. com)

[Ers_Fostergroare doa gov

Password Locked (uncheck to uniock)

Confirm Hew Password

c (eneral comments about or far the user]

User Guide 8



Protected Health Information Management Tool

Military Health System

2.

4.1

Verify information is correct. Note: Please remember that a phone number will display

on letters when generated.

Enter correct information as needed.

Click Update button.

Switching Organizations

Users that are assigned to more than one organization have the ability to switch their
organization from the User tab.

1.

Select User tab.

2. Click on the Switch Organization hyperlink.

Current User:

Patient User

QOrganization Search Results

Admin Requests Reguester

Chris Foster
US THA
SearchResults
My Profile ] Name Address
My Requests
My Workist ¢ 26 82Aibome
Suwiteh organizetions 24 89thMED GRP-ANDREWS [DMIS DDBE] 89 Medlical Group, 1050 West Perimeter RD, Andrews AFS, MD 20762-6600
19 ArmyDEA 123 Maple 5t, Falrfax, VA 12345
48 Carefirst BCBS 7 Commerce Dr.,P.0. Box 1685, Cumberland, MD 21502
¢ 17 DEA 123t3d), Burkw, Burke, VA 22015
¢ 18 DEAAmy 4565 Main St, Main, YA 10000
38 FBI 567 Main St, Washington, DC 12345
37 FBiMegan 123 Main St, Burke, YA 22015
¢ 25 FTMEADE - KIMEROUGH ACC [DMIS Kimbrough Ambuiatory Care Cert, 2480 Liwelyn Ave., Ft. Meade, MD 20755-5500
0059]
23 FtMyer Aid Station
28 FtMyer Aid Station
45 Hsl 1052 State St., Kirtland Ath, N 23456
44 Hsl
30 James Erown
40 MD 666 Sunnydale Dr, Pleasantvile, IL 13131
¢ 23 NDC GREAT LAKES [DMS 0434] NDC GREAT LAKES [DMIS 0494], Bldg 73, Great Lakes, IL 60083-5258

3. Select the organization that you need to switch to.

4. Click Select.

5. Under Current User in the top left corner you will see the organization you have switched

5.

5.1

to.

PATIENT SEARCH/ ADDING A PATIENT

Searching for a Patient

The search feature in PHIMT allows you to find a patient that has already been added to the
system. To search for a patient please follow the steps below:

1.

Click on Patient tab.

User Guide
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2. Click on Patient Search

e =T

|

Wednesday, October 1, 2003

Patient Usger Admin Renquests
Current Patient:
Mane

Patient Search

Hame (First, Last)

Summary [ [thomas
Requssts

Record Disclosure System ID (the fdentifier created by this system for the person)

aocourtig Susgensins [~
Disciosure Resirictions

ﬁ;.m"m“”” External ID (21 extornal identifier for the persan)
ice
Patiert Profie
Relationzhips
Generatz Farm
(__ Search )

Patiert Search

Copyright @ HIPAA Aoeelerator, Inc. 2000-2003, ALL RIGHTS RESERVED

Requester

Patiert Search  Help  Logott

3. Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

4. Click Search.

5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.

b. The patient record does not exist.

5.2  Adding a New Patient

When adding a new Patient record, conduct a search within the system initially to ensure that it
does not already exist. Patient records must be added to the system before disclosures,

authorizations or restrictions can be documented.

1. Click on Patient tab.

2. Search for Patient.
Note: Refer to Searching for a Patient

3. If patient is not listed on results, click the Create a New Patient Record hyperlink

located on the bottom of the screen.

W ke, O atiert Losort
Patient User Adrmin Requests Requester

Boen Person Details

Mame (First, iddle, Last, Srrdr)

Type

| e =

SSH (i s format)

System ID (the identificr created by this system for the person)

u

Birth Date (birth date in MAFDLVYYYY format)

Eman texampie: fonnn@yanoo.comi

FMP-SSSH_(Famity Member Prafix and Spanser SN fin xx-x0oo0000: formati)

Atternate (special to sendt ta the persan)

=
Comments (general comments about or for the persan)
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4.

53

5.4

Fill in the required fields: First Name, Last Name, and Birth Date in MM/DD/YYYY
format, Type, SSN, and FMP-SSSN for the member. Click the Save button.

Fill in the required fields: Address, City, State, and the Zip Code. In the Timezone field,
enter the appropriate time zone. Click the Save button.

Adding a Phone Number

Select the Patient Profile hyperlink.

To add a phone number, scroll down to the Associated Addresses box. Click on the ID of
the address that needs the phone number added.

Scroll down to the Associated Phones box. Click the New button.

Enter a phone number (Area code in first box, ###-#### in second box, and Extension if
necessary in third box). Click the Save button.

Click the Update button within the address screen.
The Patient Profile Screen will display indicating you have completed this task.

Adding an Alternative Address

Based on your role you could be responsible for entering and processing the Request for
Alternate Communication Address. A Patient can request that all communication containing
PHI be sent to an address different from their home address.

1.

Click on Patient Tab.

Click on Patient Search.

Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

Click Search.
If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist.

Click on the Patient Profile hyperlink located on left side of screen.

User Guide 11
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7. Scroll to the bottom of the Patient Profile screen; click the Alternate Communication
button in the Associated Addresses box.

Comments (general comments about or for the person)

mm  =m

 Update )

Associated Addresses | HEw—— Aiernate Communication
o} Street City State Iip Alternate Primary

10 105 Chestrut St Chicago L BOG00 Mo fol

Copyright @ HIFAA Avcelerator, Inc. 2000-2003, ALL RIGHTS RESERWED

8. Fill in the required fields: Address, City, State, and the Zip Code. In the Timezone field,
select the appropriate time zone.

9. In Outcome field, make selection from drop down list:
e Selecting Approved records the address as an Alternate Communication Address.
This action will record the address in PHIMT as Primary and will generate an
approval letter to be sent to the alternate address.
e Selecting Denied records the request for an Alternate Communication Address.
This action will record the address in PHIMT as active but the address is not
listed as Primary and it generates a denial letter to be sent to the Primary address.
10. Click the Save button.
6. AUTHORIZATIONS

6.1 Recording an Authorization

The following process is used to record an Authorization by the patient when there is an
exchange of PHI that occurs outside of TPO.

1. Click on Patient tab.

2. Click on Patient Search.

3. Enter a patient’s last name or the first several letters of the patient’s last name
followed by an asterisk within the Patient Last Name field.

4. Click on Search.
5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist.

User Guide 12
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6. Click on the Authorization hyperlink located on the left side of the screen

Current Patient:
Frank Thomas
09/29/2003
FMP-SS5h12-
345675789

Summary.

Requests

Recard Disclosure
Accourting Suspensions
Disclosure Restrictions
Authorization

hlotice

Patiert Profile
Relationships

Generate Farm

Patient Search

Patient Authorization Management

Type (the type of authorization to create)

[Psychotherapy Notes |

Protected Health Information to be Released (ihe part of the medical record to be released, such as “camplete medical recard”,
“mathaiogy report’, etc.)

Reason for Request/lse of Medical Information {2 description of each pupase of the requested use or disclosure)
¥ continued Wedical Care

T nsurance

[ Legal

[ Personal Use

[l Retirement/Separstion

[ schoal

Cher.

Releasing Organization (MTFDTH TRICARE Heaith Pian)

[us army |

Recipient (the name, complete mailing address, phone and fax of the individust or class of individuals to receive the PHI
Frank Thomas| ﬂ

Authorization Start Date (the effective date of the autharization in MWOLYYYYY format)

[10:24i2003 =

Authorization Expiration (ihe expiration date of the authorization in MWOIVYYYY format, an Action Completed may be used

7. Select an authorization type from the Type drop down list.
Note: Based on the Type Selected, the following fields are populated; however that
data can be changed.

8. Enter the Protected Health Information to be released as it was entered on the
authorization form.
Note: The greater specificity that is provided by the patient, the easier it will be to
respond to the request at the time of disclosure.

9. Enter the Reason for Request/Use of Medical Information by selecting the
appropriate checkbox or entering data in the Other field.

10. Enter the Recipient information

11. Enter the Authorization Start Date using (MM/DD/YY YY) format or use the calendar
icon to select a date.

12. You must also enter either Authorization Expiration or an Action Completed. If there
is no expiration date then text should be entered in the Action Completed field (i.e.
Authorization to remain in effect until revoked).

13. Generate an authorization by selecting the checkbox for Generate Authorization.

14. Click Save.

Note: Once the authorization has been manually signed one can go back into the
particular authorization and select the Signed checkbox and enter the date of the
signature using (MM/DD/YYYY) format or use the calendar icon to select a date.

User Guide
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6.2 Accessing/Printing the Authorization

Once the Authorization has been recorded, the following process is used to access/print the
authorization.

1. Click on the Summary hyperlink.

Friday, October 24, 2003 Patient Search  Loceft

Patient User Admin Reguests Reguestar

e IGEI B Patient Summary
Frank Thomas

09/28/2003 An alternate address exists for this patient.

345678789

Summary tem i ( Diply )

Summery T s I Disclosures I Suspensions [ Restrictions [ Reports [ Letiers [ authorizations [ Notices [ Complaints

Auth, i autharizations are highlighted in red)
D Title:

B hotes For
=3 Motes For ' 10/24/2004

Signed  Expiration  Revokes!
1012472004

“ohn Smith 1234 10/25/2003 10/23/2004

&3 Psychetherapy otes

For
something Ave Something, V. 23987

B poychatherapy Mates For disclosures of ‘complete medical record'ta Lohn Smith 1072372003 1072372003
something something®

Capynight @ HIPAR Acoslarstor, Ine. 2000-2003, ALL RIGHTS RESERVED

2. Select Authorizations by putting a check mark in the correct box.

3. Click Display.

4. Select the correct Authorization title to generate the Authorization form.
5. Print the form for the patient’s signature.

6.3 Revoking an Authorization

The following process is used to revoke an Authorization. The patient may revoke an
Authorization by requesting it in writing.

1. Click on the Patient tab.

2. Click on Patient Search.

3. Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

4. Click Search.
5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist.

6. Select Authorizations from the Summary Items Descriptions and click Display.
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7. Select the associated ID Number of the specific authorization that is being revoked. The
Patient Authorization Management screen will display.

8. Scroll to the bottom of the Patient Authorization Management screen and mark the
Revoked checkbox.

Signed Status
Signed (checked ifthe authorization is signed)

-

Signed Date (the date that the authorization is signed in MOV YYY format)
[omam | R

Signed By Person (ihe individual who signed the authorization)

[Fred Thomas |

Revoked Status

Revoked {checked if the authonzation is revoked)

Il

Revoked Date (the date that the uthorization was revoked in MWDLNYYYY format)
fomems ] [

Revoked By Person (the individual who revoked the authorization)

[Frest Thomas =l

5

( Update )

9. Enter the date of the revocation, using MM/DD/YYY'Y format or use the calendar icon to
select the date.

10. Enter the name of the Patient or the Patient’s legal representative who is revoking this
Authorization in the Revoked by Person field.

11. Click the Update button.

7. RECORDING DISCLOSURES

Depending on your role within PHIMT, disclosures can be recorded two ways:

e Disclosure Requests
e Disclosure Hyperlink

The Disclosure Requests is available to Regular Users and Privacy Specialist. Privacy
Specialists can also use the Disclosure hyperlink to record disclosures. Privacy Specialists who
are recording disclosures for approval should use the hyperlink. Using the Disclosure Requests,
a disclosure can only be forwarded on for approval/denial.
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71 Disclosure Requests

The Disclosure Requests can be used by Regular Users to forward disclosures to the Privacy
Specialist for approval or denial.

1. Click on the Requests tab.

Patient Search  Logaff

Monday, October 6, 2003

Patient User Adrnin Requests Requester
Current Request:

Create New Request
Mong

Select Request Type

Cregte Mew Reguest
Search for a Reguest ¢ Disclosure Accounting
¢ Complaint

¢ Disclosure

2. Select the Disclosure by clicking on the small circle radio button and click Next.

3. Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

4. Click Search.
5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist

6. Select OK button.

7. Select the Requester.

Patient User Requests Reqguester

Current Request:

Select Patiert  Select Requester
Disclosure —

[©) @ [©) O}

Create hew Request

search for a Request  Requester Search

Choose one of the following options:

Select the Patient (the request Js being made by the patient themseives)

[Mark Sean Thomeas: ( Select )
Select a Third-Party Organization (a thircparty requesier, such as a law agency ar
[&rmy Fel, s024 Rosewall Ct, Columius, OH 22212 Bl s

Search for a PErson (segich for SRother PErson, ar ad @ new one’)

Hame (First, Last An * may be used as a wikdoard,)

Systemn ID (the [Uentification number created by this system for the person)

[

External ID (an external identiiier for the person)

B

[l Incluse Patiert Records
¥l Inciuse Mon-Patiert Records

Search )

Search for an Organization (search for anatier organization, or add @ new ane®)

Hame (411 or part of the name of the organization. An ** may be used as a wildcard.)

[ ( Search )

* You must search for an existing requester or requesting organization before adding a new one.
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8. Confirm the Requester and Recipient Details, click Next.

Monday, Octoker 6, 2003

Patient Search  Logoff

Patient User Admin Requests Requester
Current Request: Selsct Patient Select Requester
Disclasure o — — —
[©)] @ @ (O] (O]
Create Mew Reguest . }
searchfor a Request  Confirm Requester and Recipient Details
Patient: Mark Sean Thomas
Date of Birth: 1955-10-01
SSH: 000000000
Address: 231 Fish Ln., Cod, MD 20000
Requester: Mark Sean Thomas change
Address: 231 Fish Ln., Cod, MD 20000 [« | add pew
Recipient: Same 85 remester
=&t a ditfterent recipient
( Back D) ( Hext )]
9. Enter the Request details, click Next.
r
TatreTT T ToeTTesT ToeTmESTeT
Current Request: Select Patient Select Reguester Request Details
Disclosure .— = o —
©) @ ® @ ®
Create New Reguest
Search for aRequest  Request Details
Details of the Request (requester’s camments, ar instructions about this request]
_‘I
=l

Requester Identity Verified (was the requester's identity veriied?)
[oncetined i |

| 4

[Crastnea =

| 2

Information Start Date (the start date for the information in MWDLVYYYY farmat)
=]

Information End Date (the s date for the infarmation n MWDV Y Y VY format)
=

Request FOTMat (the femat it which this request Bas been received)
Uncetined =

Deseription of Requester Identity Verification (if the requesters inentity was verified, how was it veriiea?)

Requester Authority Verified (was the requestsr’s suthority to access infarmation veritis?)

Description of Requester Authority Verification (if the requester’s authonty was verified, Row was It veriied?)

10. Enter Disclosure Details, click Next.

Note: Disclosure status will be set to Pending because Regular Users do not have the

authority to approve Disclosures.

11. Enter the Action Requested from the Action drop down menu.

a. Privacy Specialist — can route to own worklist for approval/denial or route to

another Privacy Specialist

b. Regular User — Can route to own worklist for further research or route to a

Privacy Specialist

12. Click on Save to process the Disclosure Request.
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7.2

Disclosure Hyperlink

The second method to record disclosures is through accessing the Record Disclosure hyperlink.
The Disclosure hyperlink is located on the left of the Patient Tab screen but is only available to
specific roles.

8.

1. Click on Patient Search.

2. Enter a patient’s last name or the first several letters of the patient’s last name followed

by an asterisk within the Patient Last Name field

3. Click Search.

4. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist

5. Select the Record Disclosure hyperlink located on the left side of the screen.

Current Patient:
Mark Sean Thomas
10i01 4985
FMP-SSSH 01 -
123456789

Summary

Reguests

Record Disclosure
ACCOUNtnG SUsSpensions
Disclosure Restrictions
Authorization

Matice

Patiert Profile
Relationships

Generate Form

Patiert Search

Patient Disclosure

(the oF person the (_Change )

Hame;

Address;
Phone:

Cortact Person:

Requester Authority (the suthority of the reguester)

[undefined =l

Request Form (the form of the disclasure request)

[undefined =l

Request Date (the disclosure request date in MMIDONYYYY farmat)

Recipient (ihe organization or person whers the disclosure wert) [ Change )

Name:

Address:

Phone:

Corttact Person

Disclosure Type (the #pe of disciosure)

[riot Select=d =l

Disclosure Status (the status of the disclosure)

Undefined =

Disclosure Date (the disciosure date in MMDONYYYY farmat)
=

Treatment Start Date (the treatment ar service start date In MMWDL/Y¥YY format)
E=1d

6. Complete all fields in the Patient Disclosure form.

Note: You have the ability to complete the Disclosure in the Disclosure Status field

7. Select Save when you have completed all fields pertaining to the disclosure.
Note: The Disclosure Type and Disclosure Purpose cannot be set to Undefined.

AMENDING DISCLOSURES

Once a Disclosure has a Disclosure Status of completed, the only way to amend it is by assigning
it as an Improper Disclosure. In the event that a disclosure must be labeled as an Improper
Disclosure the Privacy Specialist must:

1. Click on Patient Tab.
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9.

10.

11.

12.

13.

Click on Patient Search.

Enter a patient’s last name or the first several letters of the patient’s last name followed

by an asterisk within the Patient Last Name field.

Click Search.

If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist

In the Patient Summary Screen select Disclosures, and then click Display.

Select the Improper Disclosure by clicking on the associated ID in the Disclosures box.

Scroll to the bottom of the Patient Disclosure screen and locate the Improper Disclosure

section.

TR T T

I Lstorslory Testis)

I Operative Regerl(z)

[ Patteiogy Reprl(s)

I Frogress bobes

Ot

l E

Discosure Comments (the IWTERMAL camments far this disciasurs - thess da NOT shaw ip in the Fratected Headh infurmatian

iS¢ Rasund repovt)

vt s haorires vk e =
|

Ienpruper Disslasurs (beshes § s div e socared impraperi)

(|

Improper Diselnsure Oeseriptinn (B Sea0s abad the lnempar Siasinauee)

[ ||
|

Improper Nsclosure MTIQARIoN (Lo Siairs 20000 oW M Improper disc Dsued wids mubipabea)

‘ - |
|

Updnin )

Select the Improper Disclosure checkbox.

Fill out the Improper Disclosure Description.
Fill out the Improper Disclosure Mitigation.

Click Update.

Re-create the disclosure, if necessary, with the correct information.

RESTRICTION OF DISCLOSURES

Regular Users and Privacy Specialists are able to enter a Restriction of Disclosure or terminate a
Restriction of Disclosure. Restriction of Disclosures allows members to restrict uses and
disclosure of their PHI.
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1. Click on Patient Tab.

2. Click on Patient Search.

3. Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

4. Click Search.

5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.

b. The patient record does not exist

6. Click within the radio button to select the specific member. Click Select.

7. Click on the Disclosure Restrictions hyperlink located on the left side of the screen.

8. On the Patient Disclosure Restriction History Screen, click New.

9. Select the Disclosure Type field and make a selection.
Note: If a new Disclosure Type is needed please contact the HIPAA Support Center.

Pedresday, Ottover 1, 2003

Patient User Adrrin Requests

[T —

Patient Disclosure Restriction

Disclasurn Tyym (e by of o

[ecic Facey pavens Crecione:

Start Date (The start date froms whizh L5 THS will not s

[ =H
(—r

(B Wham inermation is Being réstricheat)

Drstaits of Restrition (1! ifamabion (s being resticlea?)

DURCOMTHE {Joi T miiher redums S wids aporowed or démied)
[Assrovea v

Save

Reguester

are this information with ientiiod pary; in MADOYYYY formatl

v End Date ¢ The QPTIONAL end date at miich ime LS5 T wall begin fo stare this indrmation again; in MDD YTY farmat)

otiord Seorch  Hel  Logoll

10. Enter a start date using MM/DD/YYY'Y or the calendar icon in the Start Date field.

11. If an end date is available for the request, enter it in the End Date field.

12. In the Restriction Destination field enter to whom the information is being restricted

from.

13. Enter the specific details of what information is being restricted.
Note: It is important to be specific in this entry because this will provide other staff
members with the details about the individual and organization, and about the

restrictions on the disclosure.
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14. In the Outcome field, select Approve or Deny from the drop down list. A corresponding

approval or denial letter will be generated.

15. Click the Save button.

16. Scroll down the Patient Disclosure Restriction screen and locate the Letters box. Click

10.

on the link for the appropriate letter and view it in PDF format.

SUSPENSION OF A DISCLOSURE

A Suspension of Disclosure occurs when an agency requests that the MTF not include a
disclosure made during the course of an investigation to a patient when they request their
Accounting of Disclosures. The following two types can be suspended: Law Enforcement
Purposes and Health Oversight Activities.

1.

2.

Click on the Patient tab.

Click on Patient Search.

Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

Click Search.
If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist.

Click within the radio button to select the specific member, and then click the Select
button.

Select the Accounting Suspensions hyperlink located on the left side of the screen.

Wednesday, October 1, 2003 Patient Search  Heln  Logoff
Patient User Adrnin Requests Requester

Iz [ EE Patient Disclosure Suspension History

hark Sean Thomas

1004 1985

FHP-SSSH01- T — P

123456759 = L
Suspension D Suspended Disclosure Identifier Start Date End Date Comments

Summary

Requests Create Hew Di: € ing p

Record Dizclosure
Accounting Suspensions

Disclosure Restrictions For the currert Patient, suspend their disclosure accounting rights for a type of disclosure. Use this to suspend more than one

Autharization dizclosure of & particular type.
Motice

Patient Profile
Relationships
Generate Farm

For the current Patient, suspend their disclosure accounting rights for 2 gpecific digclogure. Use this to suspend a single disclozsure.

Copyright @ HIPAS Aecelerator, Ine, 2000-2002, ALL RIGHTS RESERWVED

Patiert Search
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8.

9.

The Patient Disclosure Suspension History screen will display. From here you will have
two options to create a Suspension:

a. Specific Disclosure - creates a suspension for one particular disclosure.
b. Type of Disclosure - creates a suspension for all disclosures of a particular type.

Select which type of suspension is needed from the New Disclosure Accounting
Suspension box.

10. Complete all necessary fields.

11. Click the Save button.

11.

ACCOUNTING FOR DISCLOSURES

A Patient may ask for an Accounting of Disclosure at any time. The PHIMT allows for a quick
Accounting of Disclosures. The steps to follow for creating an Accounting of Disclosures will
depend on whether you are a Regular User or a Privacy Specialist.

11.1

1.

Regular User
Click the Requests tab.

Click on Disclosure Accounting.

Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

Click Search.
If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist

If the Requester is the same as Patient, then click the Select button below Requester’s
name.

Choose the appropriate Requester and click the Search button.

Click within the radio button to select the specific requester. Click the Select button.
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9. Ifthe Requester is not found, either the name you are searching for is not spelled
correctly or there is not a Requester by that name in the database. In this case you will

need to enter a new Requestor into the database.

Patient User Adrmin Reguests

Current Request: Select Patient  Select Requester

Disciosre ocauntin o~
= @ [e) [©)

Creste Mew Reguest

Search 1or areauest  Requester Search

choose one of the following options:
Select the Patient (the request /s being made by the patient themseves)
[rrer Sean Tromas

=l

[rimer P, 5022 Rosewa

Search for a Perso:

Mame (First, Last.

System 1D (the identification RUMber created by this system for the person)

External ID (sn external identifier for the persomn)

Search for an Organiz:

Mame (A or part of th

v e wsed a5 2 wikicard.)

* Yau must search for an existing reque ster or requesting oIganiTation before adding 3 new one.

Requester

( selest

Select a Third-Party Organization (@ Mirdpary requester, SUch s @ law enTarcement Sgency or INSurance oo,

 selest

¥ incluce Patiert Records
¥ incluce Non-Patient Records

( Searsh

[ ( Search )

mpany)

10.
11. Complete the details of the Request Field.

12.
down menu and choose a value.

13.
14.
15.

16.

Confirm Requestor and Recipient Details and click the Next button.

If the Requester’s identity has been verified, select the Requester Identity Verified drop

Enter the Report Start Date and Report End Date fields.
Make a selection from the Request Format drop down menu.
Make a selection from the Request Clarification drop down menu and select Next.

Complete the necessary fields in the Request Action screen, and click Save.

Note: You can route to your Privacy Specialist for approval or denial or to your own

worklist if you need to do further research.

wednesday, Octoper 1, 2003

Patient User Admin Requests

Current Request: Request Action

Select Patient
Disclosure Accounting -

Select Recuester  Request Details
(€] @ [©)]

Create New Request
Search for a Reduest

Request Action

K mas
Address: 231 Fish Ln., Cod, MD 20000

Details of the Request (requester's camments 2bout the SCope OF this request)
Approved Part (for partiall approved requests, describe part of request that was approved)

Denied Part (far partiatly denied requests, describe part of request that was denisd)

| [

Action (choose one of the fallawing actions far this request)

[Route to Privacy Speciaist =
Back D Save D]

Requester

Patiert Search  Helo  Logotr
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11.2  Privacy Specialist
To account for disclosures a Privacy Specialist must:
1. Click the Requests Tab.

2. Click on Disclosure Accounting.

3. Enter a patient’s last name or the first several letters of the patient’s last name followed
by an asterisk within the Patient Last Name field.

4. Click Search.
5. If the search returns no matches then there are two possible reasons:

a. Your search criteria are not correct.
b. The patient record does not exist.

6. Ifthe Requester is the same as Patient, click the Select button below Requester’s name.

7. Choose the appropriate Requester and click the Search button.

8. Click within the radio button to select the specific requester. Click the Select button.

9. If the Requester is not found, either the name you are searching for is not spelled
correctly or there is not a Requester by that name in the database. In this case you will
need to enter a new Requestor into the database.

Patiart Llzar Admin Reguests Requester

Currant Request: SekciPabent  Select Requester
Dischmure Accoadi
chosure g . @ 5

Creste Mew Hequest
Sewcnforafequest  Requester Search

Chanar ane: of the following optins:

Srdnet thie Patient (The sequest (s heing mads by the patient temashies)
|k Sean Timmas Soect )

Sebuct a Thisd Party Organization (a Wird parly requester, sech as a fow enfurcement agercy o inswance campany]
| rmy FEI, 5024 Resanl 1, Cobaméuss, OH 22212 =l Select )

Search 10 & PRrBON [£4arch far anatir prson, or 2dd 3 néw ane')

a5 @ wikicard )

SyBtam I e st ban mumiber crbated by s syebis for the persan)
¥ inciude Patiert Recoras

¥ inciude rion-Fatiert Recoras
Foctmrvusl MY (i b ictmntfins far the porscim)

| Sparch )

Search Tor 0 Drganization (sea0 i for snother Sanzation, or add 3 néw ane”)

Haamee: (A1 2 part of the namse of the Drpanization An ™ may b paed 23 3 wildeard )

Search )

* You must seaveh fov an swisling requester o requesting rganizalion befure adding & wew ane.

10. Confirm Requestor and Recipient Details and click the Next button.

11. Complete the Details of the Request Field.
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12. If the Requester’s identity has been verified, select the Requester Identity Verified drop
down menu and choose a value.

13. Enter the Report Start Date and Report End Date fields.

14. Make a selection from the Request Format drop down menu.

15. Make a selection from the Request Clarification drop down menu and select Next.

16. Complete the necessary fields in the Request Action screen.

Current Request:
Disclosure Accourting

Create Mew Request
Search for & Request

Wednescay, Octaber 1, 2003

Patient User Adrmin Requests

Select Patient Select Requester  Reguest Detalls  Request Action

Patient Search  Help

Reguester

O] @) ©) @

Request Action
Patient
Hame: Mark Thomas
SSH # 000000000
Birth Date: 10-01-1985
Address: 231 FishLn., Cod, MD 20000
RequesterRecipient
Hame: Mark Sean Thomas
Address: 231 Fish Ln,, Cod, MD 20000
Details of the Request (requesters comments abaut the scope of tis request)
Approved Part (for partialiy approved requests, describe part of reque st that was appraved)
Denied Part (io partially dented requests, describe part of request that was denied)
Action {choose one of the following actions for this request)

FRoute to Privacy Specislist -
(_ Back D Save )]

(ENEES) (T

Logott

e Route To My Worklist - allows a Privacy Specialist to place it in their worklist to
follow up on when appropriate.

e Process Request Now - allows a Privacy Specialist to place it in their worklist for
approval.

e Deny Request Now - allows a Privacy Specialist to deny the disclosure.

e Route to Privacy Specialist - allows a Privacy Specialist to pass the disclosure on to
another Privacy Specialist to be processed, as established in a User-to-User
Relationship.

e Route to Other User - allows a Privacy Specialist to pass the disclosure back to
another user to process the letter generation after approving/denying the request, as
established in a User-to-User Relationship.

17. Click Save.
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12. ADDITIONAL RESOURCES

e DoD 6025.18-R, “DoD Health Information Privacy Regulation”, January 2003
e www.tricare.osd.mil/hipaa TMA HIPAA Website

¢ hipaamail@tma.osd.mil for subject matter questions

¢ hipaasupport@tma.osd.mil for tool related questions

e Your Service HIPAA representatives
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